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(B 1) 2% U35t 7|H("2U Mo 227 (H)

7|8 EE 37|/Key 37| Round4 GE & X
AES 128/128,192,256 10,12,14 3100 SPN
PRESENT 64/128 31 1,391 SPN
CLEFIA 128/128,192,256 18,22,26 4950 GFN
PRINCE 64/128 12 3286 SPN
SEA 96/96 93 449 Feistel
KLEIN 64/64,80.96 12/16/20 1,360/1,630/1,700 SPN
mCrpton 64/64,96,128 12 2.420/2,681/2.949 SPN
LED 64/64,128 3248 1265 SPN
DESLX 64/184 16 2168 Feistel
KATAN 32,64/80 254 802/1,054 stream—cipher—like
DEA 64/128 85 Lai-Massey
TEA 64/128 64 3490 Feistel
[ Block 64/80 32 1,320 Feistel
SEED 128/128 16 Feistel
HIGHT™ 64/128 32 3048 Feistel
ARAD 128/128,192,256 12,1416 Feistel
LEA 32/128192,256 24,2832 3826 ARX
(& 2) ATliny45 7 |Z 73 22 718 45" o)
Decrypt
Block | Key | Code | RAM ”
Cipher size size size size %gc-(;l;?)/ ?80523, 104
(bits) | (bits) | (bytes) | (bytes) | Y
1568 192 3629 4,462
AES 128 | 128
2,606 0 6,637 7429 o
. o1 | e 820 48| 84602 | 84602 - AR - e
\ & O & 8
3192 0| 8531| 796t CETS LTSS TS
&
HGHT | 64 | 108 02| 2] 19°03] 20759 (A2 2) OFF0|Le s ZHZT — AD2|EE A b]D®
5,672 0 2964 2964
836 232 8250 2272
IDEA 64 128 . : o Enet
596 0 2700 | 15393
KLEIN 64 80 1,000 18| 11342 | 13599 .
mCrypton | 64 96 1076 28 | 16457 | 22,656 S
1,000 18] 11342 | 13599
PRESENT | 64 80
936 0| 10723| 11239
426 24| 41604 | 40860
SEA 9% 9
2132 0 9,654 9,654
648 24 7.408 7539
TEA 64 | 128
1140 0 6271 6299

o|Are] ALyl QHIE M| Ao|AE WO AFoF
(o}Fo] AMg MCU ATtiny85) 0= 1A Ao oFA] AbE|HLOFE] OFE /W0 Sl 9ol o alw o]
LEA= 32H|E ZEA|Aof| 23}35t JefjE 7HxIct, A e sl A R A} g Hekilzl o & st
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(& 3) HOF ot=9fof AR LHE T

A HIZAL Hob|s

AT97SC320X Microchips RSA-2048/1024, SHA-1
PLUTO RS1211 EIEES LEA-128, AES-128 ARA-128, TRNG

HOIXIH DORCA-20 Heefe! AES-128
STSAFE-A1SX STMicroelectronics AES-128
ATAES132 Microchips AES—128, Random Number Generator(RNG)
C8051F96X SiiconLabs AES-128/192/256
MSP430FR59XX Tl AES-128/192/256, True Random Number Seed
CC25410 Tl AES-128

H| ARM ATB2UC3AXXX Microchips AES-128/192/256

AZE MCU A700X? NXP AES—128/192/256, RSA—2048, TRNG DES, 3-DES, SHA—-1, SHA-256
ESP32¢ Espressif Systemns AES-128, SHA-2, RSA-4096
CSG018? MeHeZ2d ARA-128 ECC-193
MG247X2 2iC|EA AES-128
STM32L.443 STMicroelectronics AES-128/256, TRNG
EFR32 SiiconLabs AES—-128/192/256, SHA—1,SHA-2, TRNG
SIM3L1XX SiiconLabs AES—-128/192/256
EMB58X/EM359X“ SiiconLabs AES—-128, TRNG

ARM SAMAS Microchips AES—128/192/256, 3-DES, SHA—1/224/256/384/512, TRNG

AEMCU | Mx7D NXP SHA-256, RSA—2048, TRNG
MK82FN256 NXP AES—-128/256, 3-DES, RNG
MT7697 MEDIATEK AES, DES, 3-DES, SHA-256/512
MS500 Q= AES—128/256, ARIA-128/192/256, SHA-1/SHA-256, TRNG
RN-MO-012 EIEES AES-128, 3-DES, RSA-2048, TRNG

BLUETOOTH, 8051 <, “Tensiica Xtensa 32—bit X6 microprocessor, “2.4 GHz IEEE 802.15.4(Zigbee)

* ZMO| BOt TlsE HlofEA

o]= Wo| AR HOl/)HS UAF
7|HEo 2 Hotall xS yAkel MCUR 53k 4= i},

E L=

— =1

HZAL EHOIXIE HZSIUS.

MCU, 8051 IP 3loj&

1) LEA 781 Al
1284]E LEA ¢t53} dale)59] 8 5531 7

AN
AL Y9 2heE At £55 AAlsk st &5

(a2 4) 24T T | =201 LEA-12,

17

FSM(Finite State Machine) H#4l3t 2. 3. 6, 8, 12, ¥
247 mho]zZeldl whalo] tefelt Ao FLEsg]
c}

4

(H 4 LEA-128 Y55t E2 MY Ant

Max Freg/Clock| Resource  [Throughp
(MHz) [cycles| FFs |LUTs Slices (Mg}os)
FSM 32355 | 25 |552] 616 | 775 | 165657

Pipeline2 | 274.77 12 | 679 | 1361 | 1445 | 2930.88

Pipeline3 | 310.04 | 8 |936 | 1867|1948 | 4960.64

Pipeline6 | 317.15 | 4 |1713] 3529|3568 | 10148.8

Pipeline8 | 323.95 | 3 |22574802 | 4837 | 13821.87

2
1

Design

Pipeline12| 333.30 3283|6612 | 6655 | 21331.2

Pipeline24| 418.69 0426|7737 | 8819 | 53592.32
* Target device : Virtex5 XC5VLX50T
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2) ARIA 718 At2f|—1

7| ARIA datelEoA s A& 3572
5 ARSBIAIT, Aljkd WHellA e 3Ee erE
A S5 FYste] ARt EE Al o =2
EAIA ik ST Hep gobAn, stESg]o] LH 3
Bl s ", Al liE“ & Ao 8+ 5=
SnPEZIES} Wkl A|AE] 2o 2o HIEE d

[k L ook

= 14
Sttt
data_in key _in
.
e
byte_trans_layer ‘ [ inv_byte_trans_layer |
data_out
(a2l 5) MOkt F Block diagram
(B 7) Z2NAMSO| MsH|m
Databus Freq. | Throughput
(oit) A (MHZ) | (Mbps) Pz
25115] 128 1,491 dlices | 465 496 XCV—1600E
2816 32 13,893 GE 71 22 0.35um CMOS
25117] 32 11,301 GE | 467 215 0.25um CMOS
Xeret '
Al 128 | 9217 slices | 71.4 652 XCV—-1600E

3) ARIA 718 At2f|-2
7| 2718F Y F HRE o W 3R AREE
Agk Al 2 AlSE Frole] FPGAQ] dA|ef w2

2 Bl AAYHL Ak

select

Ky

" — 9_,—*—- s

Ke D
D Oiff
N Layer
OLK — g o
—
wy Wy W, wy

g 6) MdE 7| 275 25
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(H 8) 7| =7|st Yol MsH|w
Gl ESSIES delay(nsec)
ES 3852 31.03
THME AdA| BfA 3465 83

(H 9) ARA 25 T2 M|MO| Ast|w

£2l0jA £ _(":ﬁj T{‘ég;g?t Target Device
Method[19] 2786 200 13 XC5VSX50T
TG HhAl 1,550 220.4 2.2 XC5VSX50T
Method[20] 22,778 1929 25 XC2VP30-7
MOt BhAl 6,647 162.9 19 XC2VP30-7

*[19], [20]oflAf HOHE BfAloR Mot 2t =R0IM ARSEH B
CltolAz SSHHA| EoL,

V. 3% 3

5 7| 304 = 2270 MR HYE 7
2} o W2 L ol
50| ol Aut wet
=3 Hefspl Hols-S TR 4 9l
A 27t Of AT A WS T Sl
oRgS Zol BISHRE, At BgAkE Qo wg
4 gleka Aziskg o] e Sy A At
Spgick, ToT elto] 0] SAA ESP32E 4/ 5 4
o] Aisein] 7k2lo] Ask, s Azl ATl
AfE] A9, AEAUES B 9] upize] Shf
SAE FE Rt Aol B M A8 O T,
QA ek F1edh S B T RS
o} g2o] o TS T3kl AT gL 719
AFgote] ZNEO R JPAZEO R Sk, AT choRt A
o

o5 71 A% AFE T OB, A4
3 2N W 5o mUERS e Qb o7 A
A% Al o sk
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